LUXHUB is a leading FinTech, Open Finance
pioneer and Payment Institution, headquartered
In Strassen, Luxembourg.

As PFS (Professional of the Financial Sector),
licensed Account Information Service Provider &
Payment Initiation Service Provider, and
REGTECHI00 2025 company, our purpose is to
empower the entire digital ecosystem, enabling
all actors to embrace the challenges of Open
Finance. Our motto says it best: “Shaping the
future of finance. Together.”
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As a fast-growing company approaching its
fourth anniversary, we do need YOU to

support our development. We are expanding
our team with skilled, motivated, open-
minded entrepreneurial people, and are now
looking for an exceptional CYBERSECURITY
& SECDEVOPS ENGINEER.




You will join a rapidly expanding team of 30+ across all departments, with a high level of skill, motivation,
openness and entrepreneurial spirit. LUXHUB is a diverse, international company, with 10 different
nationalities already represented across the workforce.

Architect, design, deploy & operate security controls
throughout Secure Software Development Lifecycle
and into applications architecture

Build Security into the IT Infrastructure, orchestration
platform and CI/CD

Perform security assessments such as risk
assessments, code reviews, threat models,
penetration tests and controls compliance checks to
identify, prioritize and remediate vulnerabilities
during the various phases of the SSDLC

Support the CISO in maintaining the ISO2700]1
certification, by developing Security Policies,
Processes and Standards, as well as conducting
security training for IT Staff

Contribute to the deployment of preventive and
detective security controls, i.e. through the
development of SIEM Use Cases and by supporting
the Security Incident Response Process

Endorse the role of Cloud Officer, responsible for
maintaining an up-to-date and accurate cloud
services registry, ensuring strict adherence to CSSF
circulars and other relevant regulations, and
supporting the secure integration of Cloud Service
Providers (in SaaS, laaS, or PaaS mode) into
LUXHUB IT landscape

Actively design & support the migration to a
SASE/ZTNA architecture for securing LUXHUB IT
iInfrastructure, mobile workforce and access to
cloud- and datacenter-based network services



Master degree in Computer Science, Information Systems or a related field

Good understanding of Infrastructure and APIs security: Cryptography, Authn & Authz,
Federation, as well as OWASP (TOP 10 vulnerabilities & controls)

Familiar with SecDevOps culture and tools (GitOps, CI/CD)

Strong experience in Application Security (threat modelling & risk analysis, secure build testing)
and deployment of tools (SAST, DAST, dependency checks)

Previous experience in Penetration Testing and application code security reviews would be an
asset.

|deally experience or exposure to Infrastructure hardening, Cloud and containerization
technologies (Kubernetes, Docker) and associated security concepts.

Ability to provide innovative, creative solutions to tasks/problems following best practices
Strong analytical, problem-solving and communication skills required

Balance a self-motivated, independent work as well as strong team spirit

Comfortable within a start-up environment, with a demonstrated entrepreneurial spirit
Perfectly fluent (both written and verbal) in French and English; any other language will be
considered as a real advantage
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If you are interested in working in a start-up environment, facing new challenges everyday

together with a highly motivated team, please send your application with detailed

curriculum vitae to “jobs@Iluxhub.com” - reference “Cybersecurity & SecDevOps Engineer”.
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